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Business challenges

ÁOrganizations have to face challenges from:

ïMarket competition

ïRaising salaries, challenges in recruiting right employees

ïEconomical recession

ïLimited IT budgets

ïE-crime & cyberattacks

ïStricter legislation ïcompliance regulations (PCI)

Definitions:

Á E-crime: Criminal activity where a computer or network is the 

source, tool, target, or place of a crime.

Á Cyberattack: Malicious computer code or other deliberate act 

designed to disrupt, deny, degrade, or destroy information resident 

in computers and computer networks.
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What we have seen

ÁEven in tough times the IT security market is thriving

ÁTough times demand heightened security

Á IT security is more aligned than ever with business 

needs

ÁThe security baseline keeps moving as threats 

evolve

Source: Forrester Market Overview IT Security In 2009

the race never ends
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SANS observations on top cyber risks

Á Priority One: Client-side software that remains unpatched

ï PDF, Flash, MS Office, Quicktime etc

Á Priority Two: Internet-facing web sites that are vulnerable

ï +60% of all attacks witnessed is web server oriented

ï XSS, SQL injection

Á Operating systems continue to have fewer remotely-exploitable 

vulnerabilities that lead to massive Internet worms

ïConficker/Downadup were the last ones ?

ï May/June to August/September attack volume tripled

» All buffer overflow based on Windows OS

Á Rising numbers of zero-day vulnerabilities

ïMore research !

ï Less patching ?
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Top 10 cyber threats 2009 

ÁMany predictions ïnot fully consistent but many 

overlapping issues

CRN: http://www.crn.com/security/210600884;jsessionid=Y1RCKQXTS2NV1QE1GHRSKHWATMY32JVN

Baseline: http://www.baselinemag.com/c/a/Security/Top-10-2009-Security-Threats-and-Vulnerabilities/

BestSecurityTips: http://www.bestsecuritytips.com/xfsection+article.articleid+58.htm
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Web 2.0 and social networks

ÁFacebook, Twitter, Linkedin

ïDo we allow that traffic ?

ïDo we know what is out there ?

ÁSure ? 

ÁWhere does data go ?

ïWill my URL filter do ?

ïDo you blog ? RSS ? Work from home ?

ïDo I have sensitive data on my laptop ?

ÁWhat will the future bring us ?


