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The Web Evolution




Web: Huge, Growing and Transient
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Static Web
4_‘ Traditional Content Publishers
Legacy URL Filtering Focus
1 >
1998 2000 2008
28 Million 1 Billion 1 Trillion
webpages webpages webpages

Huge Growing Transient

30%

1 Trillion 1 Billion

domain-level churn
every year

unigue URLs new pages added
every day

Source: Multiple, including Cisco SIO, Google, Wikipedia



The Evolution of Intent, A Shift to Financial Gain

Threats Are Becoming Increasingly Difficult to Detect and Mitigate
Primary Targets: Legitimate Web Sites

/ Financial:

— Theft and Damage

Notoriety:
Viruses and Malware

g Vandalism:
\—— Basic Intrusions and Viruses

Threat Severity

1990 1995 2000 2005 2007 What 6s Next ?



Challenges




The Challenge Today

Countervailing Forces

Threats

Acceptable Use

Privacy & Security Task Force ADVISORY,

Collaboration

October 7, 2008
States Adopting Aggressive New Privacy
and Data Security Laws and Regulations
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Enterprise SaaS Data Loss
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Infections

URL classification is
reactive, has low coverage UNIQUE SAMPLES OF MALICIOUS PROGRAMS

Number of unique samples
5,000,000

Almost 5.5 milhon unigue samples —
5,000,000

Predictable, 1,000,000 |

easy to classify 800,000
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1,000s of new sites per hour QURGE: Av-Tes:
Malware hiding from crawlers

Signhatures are reactive and
CANNOT keep up

Long Talil

# of Sites #




Data Security Reallty

Regulatory Burden Deployment Burden



Threats

HTTP, Web Browsers and Web 2.0
-- A Criminal's Dream



Social Engineering
via Social Medias

“‘m yspace.com.

a place for friends




